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Abstract: Cyber-attacks are increasing rapidly in frequency, complexity, and sophistication, making traditional security
systems insufficient for protecting modern networks. Conventional intrusion detection systems rely on predefined signatures
and rules, which limits their ability to identify zero-day attacks, polymorphic malware, insider threats, and other unknown
attack patterns. Artificial Intelligence (Al)-based network monitoring provides a more advanced solution by continuously
analyzing large volumes of network traffic in real time and learning the normal behavior of users and devices. Machine
learning techniques such as Random Forest, Support Vector Machine, and K-Means can classify traffic and detect anomalies,
while deep learning models including Convolutional Neural Networks (CNN), Long Short-Term Memory (LSTM), and
Autoencoders improve the detection of complex and evolving threats. By monitoring routers, servers, cloud systems, and IoT
devices, Al-based systems can identify suspicious activities within seconds and reduce response time significantly. This
research examines the role of Al in real-time cyber-attack detection, including system architecture, attack types, monitoring
techniques, datasets, algorithms, advantages, challenges, and future developments. The study also compares different Al
models and proposes an effective framework for implementing intelligent network monitoring systems in modern
organizations.
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I. INTRODUCTION

The rapid digital transformation of modern society has significantly changed the way organizations operate and
communicate. Businesses, governments, hospitals, banks, educational institutions, and industries increasingly depend on
interconnected computer networks to perform daily activities. Cloud computing, online banking, e-commerce, remote
working, digital classrooms, and smart healthcare systems have improved efficiency, accessibility, and communication.
Organizations can now store large amounts of information, process transactions instantly, and provide services across the
world through network-based technologies. However, this growing dependence on digital systems has also increased the
exposure of networks to cyber threats. Every connected device, server, database, or cloud application becomes a potential
entry point for attackers. As a result, the number and sophistication of cyber-attacks continue to rise each year.

Cybercriminals today use highly advanced methods to exploit vulnerabilities in computer networks. Common threats
include phishing, ransomware, malware, Distributed Denial of Service (DDoS) attacks, insider attacks, botnets, and
Advanced Persistent Threats (APTs). Phishing attacks trick users into revealing confidential information such as passwords,
bank account details, or personal data through fake emails and websites. Ransomware attacks encrypt files and demand
payment from victims before access is restored. Malware spreads through infected files, websites, or software and damages
systems or steals information. DDoS attacks flood a network or website with massive amounts of traffic, making it
unavailable to legitimate users. Insider attacks occur when employees or authorized users intentionally or unintentionally
misuse their access privileges. Botnets are networks of compromised devices controlled remotely by attackers to launch
large-scale attacks. APTs are long-term attacks in which attackers secretly remain inside a network for weeks or months to
steal valuable information. These threats are becoming more dangerous because attackers constantly change their
techniques to avoid detection.

Modern cyber-attacks occur extremely quickly. A ransomware attack can encrypt thousands of files within a few
minutes, while a DDoS attack can disable an entire website or online service almost instantly. Attackers often automate their
activities using malicious software, making it difficult for human analysts to respond in time. In large organizations,
thousands or even millions of network packets travel through the system every second. Security teams cannot manually
inspect such a huge amount of traffic. Consequently, by the time a suspicious activity is noticed, the attacker may have
already stolen data, damaged systems, or spread across the entire network. The increasing speed and complexity of cyber-
attacks highlight the urgent need for intelligent systems that can detect threats in real time.

Traditional cybersecurity tools such as firewalls, antivirus software, and rule-based Intrusion Detection Systems (IDS)
have been widely used for many years. These systems are designed to identify attacks by comparing network activity with a
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database of known signatures or predefined rules. For example, if a malicious program matches a known pattern stored in
the system, the IDS can detect and block it. Although this method works well for previously identified threats, it has several
limitations. Attackers frequently change the structure of malware, modify attack behavior, or create completely new
techniques that do not match existing signatures. Such attacks are called zero-day attacks because they exploit vulnerabilities
before security systems have time to update their databases. Rule-based systems also struggle to identify polymorphic
malware, which changes its code repeatedly to avoid detection. As a result, traditional security approaches are often
ineffective against modern threats.

Artificial Intelligence (AI)-based network monitoring has emerged as a powerful solution to overcome these
limitations. Al systems can continuously observe and analyze network traffic from routers, servers, switches, cloud
platforms, and user devices. Unlike traditional systems, Al does not depend only on fixed rules or signatures. Instead, it
learns the normal behavior of a network by examining historical and real-time data. For example, the system can learn the
usual login time of employees, the normal amount of traffic on a server, or the standard communication pattern between
devices. When the Al system detects behavior that differs from the normal pattern, it can identify it as suspicious and
generate an alert.

Machine learning and deep learning techniques play a major role in Al-based monitoring. Machine learning
algorithms such as Random Forest, Support Vector Machine, and K-Means can classify traffic as normal or malicious. Deep
learning models such as Convolutional Neural Networks (CNN), Long Short-Term Memory (LSTM), and Autoencoders are
capable of analyzing more complex traffic patterns and identifying unknown attacks. These techniques allow the system to
recognize subtle anomalies that may be difficult for humans or traditional tools to notice. For instance, if an employee
account suddenly begins downloading large amounts of sensitive data late at night, the Al system can identify this as unusual
behavior and warn the security team immediately.

Real-time Al-based monitoring provides several important benefits for organizations. It enables the immediate
detection of cyber-attacks before they spread across the network. Faster detection reduces response time and allows
organizations to take quick action, such as blocking malicious IP addresses, isolating infected devices, or shutting down
suspicious connections. Early detection also minimizes financial losses, operational disruption, and damage to reputation. In
addition, Al systems can identify previously unknown attack patterns, making them highly effective against zero-day threats
and evolving malware. Therefore, Al-based network monitoring is becoming an essential component of modern
cybersecurity strategies, helping organizations protect their data, systems, and digital infrastructure more effectively.
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Figure 1. Ai-Based Network Monitoring Dashboard Detecting Cyber Attacks in Real Time
II. TIME CYBER ATTACK DETECTION

Cybersecurity incidents in modern networks develop at an extremely rapid speed. In many cases, an attack can cause
significant damage within a few minutes or even seconds. For example, a ransomware attack can quickly encrypt thousands
of files stored on servers, employee computers, and cloud platforms. Once the files are encrypted, the organization may lose
access to important documents, customer records, and operational data. Similarly, a Distributed Denial of Service (DDoS)
attack can flood a website or server with an enormous amount of traffic, causing the service to become unavailable almost
instantly. When such incidents are not detected immediately, the consequences become more severe, leading to financial
losses, business disruption, and damage to reputation.
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One of the major reasons why real-time cyber-attack detection is necessary is that attackers increasingly use
automated tools and artificial intelligence to launch attacks. Modern cybercriminals no longer depend only on manual
hacking techniques. Instead, they use automated malware, attack scripts, and Al-powered tools that can scan networks,
identify vulnerabilities, and exploit systems much faster than humans can respond. These tools can launch thousands of
attacks simultaneously, target multiple systems at once, and continuously adapt to bypass security measures. Since attackers
can operate at machine speed, organizations also require intelligent systems capable of responding in real time. Traditional
security systems that depend on manual monitoring or delayed analysis are no longer sufficient in such an environment.

Another important factor is the enormous amount of traffic generated by modern networks. Large organizations may
handle millions of data packets every second. Employees use email, cloud applications, online meetings, databases, mobile
devices, and Internet of Things (IoT) systems throughout the day. This creates a huge amount of network activity that
security analysts cannot inspect manually. Human experts may be able to review a limited number of alerts, but they cannot
continuously analyze every packet, login attempt, file transfer, and communication occurring across the network. As a result,
suspicious activities may remain unnoticed until it is too late. Real-time detection systems solve this problem by
automatically analyzing large volumes of traffic and identifying malicious patterns immediately.

The increasing use of cloud computing and IoT devices has also created additional security challenges. Cloud
platforms allow organizations to store data and run applications remotely, while IoT devices such as smart cameras, sensors,
printers, and medical devices are becoming common in homes and businesses. Although these technologies improve
convenience and efficiency, they also increase the number of endpoints connected to the network. Each connected device
represents a potential vulnerability that attackers can exploit. Many IoT devices have weak security features, outdated
software, or default passwords, making them easy targets for cybercriminals. If one vulnerable device is compromised,
attackers may use it to gain access to other parts of the network. Therefore, organizations require continuous monitoring of
all connected systems to identify suspicious behavior before the attack spreads.

Delayed detection allows attackers to move laterally within the network. After gaining access to one device or
account, attackers often explore the network to identify more valuable targets. They may steal login credentials, access
confidential databases, or move from one system to another without being noticed. This process is known as lateral
movement. In many data breach incidents, attackers remain hidden inside the network for days, weeks, or even months
before they are discovered. During this time, they can collect sensitive customer information, financial records, trade secrets,
or intellectual property. The longer an attacker remains undetected, the greater the damage becomes. Real-time detection is
therefore essential because it can identify unusual behavior at the earliest stage and stop attackers before they gain full
control of the network.

The consequences of delayed detection can be extremely serious for organizations. In the case of ransomware, late
detection may allow the malware to encrypt all important files, causing business operations to stop completely.
Organizations may then be forced to pay a ransom or spend large amounts of money restoring their systems. DDoS attacks
can make websites, banking systems, online shopping platforms, or government services unavailable to users, resulting in
customer dissatisfaction and financial loss. Data breaches caused by delayed detection can expose confidential customer
information, including personal details, passwords, and payment data. Such incidents often lead to legal penalties, loss of
trust, and damage to the organization’s reputation.

Insider attacks are another major concern. Employees or authorized users may intentionally or accidentally misuse
their access privileges. If suspicious activity is not detected immediately, insiders may copy confidential documents, leak
sensitive information, or damage important systems. Similarly, botnet infections can spread malware rapidly across multiple
devices in the network. A single infected computer can communicate with other compromised devices and create a large
botnet capable of launching attacks on other systems. Without real-time monitoring, such infections may continue spreading
until the entire network is affected.

For these reasons, organizations require intelligent and automated systems that can detect malicious behavior the
moment it occurs. Real-time cyber-attack detection enables security teams to respond immediately, isolate infected systems,
block malicious traffic, and reduce the overall impact of an attack. It improves the ability of organizations to protect sensitive
information, maintain service availability, and ensure business continuity in an increasingly complex digital environment.

III. AI-BASED NETWORK MONITORING
Al-based network monitoring refers to the use of artificial intelligence, machine learning, and deep learning
techniques to observe, analyze, and secure computer networks. Unlike traditional monitoring systems that rely on fixed rules
and previously known attack signatures, Al-based systems learn from historical and real-time network traffic. These systems
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are capable of understanding the normal behavior of users, devices, and applications within a network. Once normal
behavior is learned, the system can identify unusual activities that may indicate a cyber-attack.

The primary objective of Al-based network monitoring is to detect suspicious activity before it causes serious damage.
In modern organizations, networks contain a large number of connected devices, including computers, mobile phones,
servers, cloud systems, and Internet of Things devices. Every second, these devices generate huge amounts of traffic that
cannot be manually analyzed by security teams. Al-based systems solve this problem by automatically collecting and
examining the traffic data.

The monitoring process generally includes the following stages:

e Collection of network traffic from routers, servers, firewalls, cloud systems, and endpoints

Cleaning and preprocessing of the collected data

Extraction of important features such as IP address, port number, packet size, and protocol type

Analysis of traffic patterns using Al algorithms

Detection of suspicious or abnormal behavior

Generation of alerts and automatic response to the attack

The first stage is the collection of traffic data. The system gathers information from different parts of the network,
including routers, firewalls, switches, servers, cloud applications, and user devices. This traffic may include login records,
packet details, communication between systems, and data transfer activities. Because large organizations may generate
millions of packets every second, automated monitoring becomes necessary.

After collecting the traffic, the system preprocesses the data. Raw network traffic often contains repeated packets,
incomplete records, unnecessary values, and missing information. If this raw data is analyzed directly, it can reduce the
performance of the Al model. Therefore, preprocessing is performed to remove duplicate records, fill missing values,
normalize the data, and convert text-based information into numerical form.

Once the data is prepared, the system extracts useful features from it. Feature extraction is important because not
every detail in network traffic is useful for attack detection. The Al system selects only the information that can help identify
suspicious behavior. For example, the system may examine the source IP address, destination IP address, port number,
connection duration, packet size, and number of failed login attempts. These features help the system understand how the
network normally behaves.

After feature extraction, machine learning and deep learning algorithms analyze the traffic. The Al model compares
current activity with previously learned normal behavior. If the traffic pattern appears different from what is expected, the
system marks it as suspicious. For example, if an employee who normally logs in during office hours suddenly accesses the
system late at night and downloads a large amount of sensitive information, the Al system may identify this activity as an
insider attack.

Different algorithms can be used for this analysis. Machine learning algorithms such as Decision Tree, Random
Forest, Support Vector Machine, and K-Means are often used to classify network traffic as normal or malicious. Deep
learning models such as Artificial Neural Networks, Convolutional Neural Networks, Long Short-Term Memory, and
Autoencoders are more advanced and can identify complex attack patterns. These models are especially useful for detecting
zero-day attacks and unknown threats that have never been seen before.

When suspicious activity is detected, the Al system immediately generates an alert. The alert is shown on a dashboard
or sent to security administrators through email or mobile notifications. This allows the security team to respond quickly
before the attack spreads across the network. In advanced systems, the response can be automatic. The Al system may block
a malicious IP address, disconnect an infected device, stop unauthorized file transfers, or isolate a compromised system from
the network. This automatic response reduces the time required to control the attack and prevents further damage.

An Al-based monitoring system contains several important components. The packet capture module records all
incoming and outgoing traffic. The data preprocessing unit cleans the collected information. The feature extraction engine
selects useful details from the traffic. The machine learning or deep learning model analyzes the behavior of the network.
Finally, the alert and response mechanism informs administrators and takes necessary action.

Al-based network monitoring is more effective than traditional security systems because it can detect attacks quickly
and accurately. It reduces the need for manual monitoring, provides continuous protection, and supports modern
technologies such as cloud computing and IoT. As cyber threats continue to become more advanced, Al-based monitoring is
becoming an essential part of network security in modern organizations.
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IV.. TYPES OF CYBER ATTACKS DETECTED BY AI SYSTEMS

A. Denial of Service (DoS) and Distributed Denial of Service (DDoS) Attacks

Denial of Service and Distributed Denial of Service attacks are among the most common forms of cyber-attacks
detected by Al-based monitoring systems. In a DoS attack, a single system sends a large number of requests to a server in
order to make it unavailable. In a DDoS attack, many infected devices from different locations send traffic to the target at the
same time. As a result, the server becomes overloaded and cannot respond to legitimate users.

Al-based monitoring systems can quickly identify these attacks by examining traffic behavior. The system
continuously observes the amount of traffic flowing through the network. If there is a sudden increase in traffic volume,
repeated requests from multiple IP addresses, or unusual connection patterns, the Al model treats it as suspicious. Unlike
traditional methods, AI can distinguish between normal high traffic and malicious traffic, which improves detection accuracy
and reduces false alarms.

B. Malware and Ransomware

Malware is malicious software designed to damage systems, steal information, or gain unauthorized access.
Ransomware is a type of malware that encrypts files and demands payment from the victim. Modern malware changes its
code frequently to avoid detection, making traditional signature-based systems less effective.

Al systems detect malware and ransomware by analyzing behavior rather than only searching for known signatures.
The system observes file activity, software execution, communication with external servers, and changes in system
performance. If a device suddenly begins transferring unusual files, contacting suspicious websites, or encrypting many files
within a short time, the Al system can identify the activity as malware or ransomware.

Al is especially useful for identifying unknown malware because it recognizes abnormal behavior patterns. Once the
attack is detected, the system can isolate the infected device and prevent the malware from spreading across the network.

C. Phishing and Social Engineering

Phishing and social engineering attacks attempt to trick users into revealing passwords, bank details, or other
confidential information. Attackers often send fake emails, messages, or websites that appear genuine. Since these attacks
target human behavior, they are difficult to identify through traditional security tools.

Al-based monitoring systems can examine email traffic, sender information, URLs, and user actions to detect
phishing attempts. For example, the system may identify suspicious email addresses, unusual subject lines, fake website
links, or spelling mistakes commonly found in phishing emails. Al can also study user behavior. If a user suddenly clicks on a
suspicious link or enters login credentials into an unknown website, the system can generate an alert.

Al helps reduce the success of phishing attacks by warning users before they provide confidential information to
attackers.

D. Insider Threats

Insider threats occur when employees, contractors, or other authorized users misuse their access privileges. These
threats may be intentional, such as stealing company data, or accidental, such as sending confidential information to the
wrong person. Insider attacks are difficult to detect because the user already has legitimate access to the system.

Al-based monitoring systems study the normal behavior of each user. The system learns the usual login time,
location, files accessed, and amount of data transferred by every employee. If a user behaves differently from normal, the Al
system treats the activity as suspicious.

E. Advanced Persistent Threats (APT)

Advanced Persistent Threats are long-term and highly organized cyber-attacks. In an APT attack, the attacker enters
the network and remains hidden for a long period. During this time, the attacker slowly collects information, steals sensitive
data, and moves through different parts of the network without being noticed.

APT attacks are difficult to detect because the attacker behaves carefully and avoids obvious actions. Individual
activities may appear harmless, but together they form a dangerous attack pattern. Al-based monitoring systems are highly
effective in identifying these threats because they can connect multiple small anomalies.

V. MACHINE LEARNING TECHNIQUES USED IN CYBER ATTACK DETECTION M
Machine learning techniques are widely used in cyber-attack detection because they can examine large amounts of
network traffic and identify suspicious behavior automatically. Unlike traditional security methods, machine learning models
learn from traffic patterns and improve their performance over time. These techniques help security systems classify traffic
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as normal or malicious, detect anomalies, and predict attacks before they cause major damage. Machine learning used in
cybersecurity is generally divided into supervised learning, unsupervised learning, and reinforcement learning.

A. Supervised Learning

Supervised learning is the most common machine learning approach used in cyber-attack detection. In this method,
the model is trained using labeled data. A labeled dataset contains examples of both normal network traffic and malicious
traffic. During training, the model learns the difference between these two categories and uses this knowledge to classify
new traffic.

A Decision Tree works by dividing the traffic into different branches based on conditions. It is simple and easy to
understand. Random Forest improves accuracy by combining multiple decision trees. Support Vector Machine is effective
when there is a clear separation between normal and malicious traffic. Naive Bayes uses probability to classify network
activity, while Logistic Regression predicts whether a connection is safe or dangerous.

Supervised learning is very useful because it provides high accuracy when detecting known cyber-attacks. It can
easily identify attacks such as phishing, malware, ransomware, and DDoS if these attack types are already present in the
training data. Another advantage is that the training process becomes easier when a large labeled dataset is available.

However, supervised learning also has certain limitations. The model requires a large amount of labeled data, and
preparing this data is often difficult and time-consuming. In addition, the system may fail to detect new or unknown attacks
because it has never seen those attack patterns before. If attackers change their methods, the model may not recognize the
new threat immediately.

B. Unsupervised Learning

Unsupervised learning is different because it does not require labeled data. Instead of learning from examples of
attacks, the system studies the normal behavior of the network and identifies activities that appear unusual. This approach is
very useful when labeled datasets are not available or when the organization wants to detect unknown attacks.

Unsupervised learning commonly uses techniques such as K-Means Clustering, DBSCAN, Isolation Forest, and
Principal Component Analysis. K-Means groups similar traffic together and treats unusual traffic as suspicious. DBSCAN
identifies groups of similar activities and recognizes anything outside the group as abnormal. Isolation Forest is designed to
separate rare events from normal behavior, making it useful for detecting anomalies. Principal Component Analysis reduces
unnecessary information and highlights the most important patterns in the traffic.

The main advantage of unsupervised learning is its ability to detect zero-day attacks and unknown threats. Since the
model focuses on abnormal behavior instead of predefined attack signatures, it can identify attacks that have never appeared
before. This makes it useful for detecting insider threats, unusual user behavior, and Advanced Persistent Threats.

Although unsupervised learning is effective, it may produce more false alarms. Because the system treats any unusual
behavior as suspicious, it may sometimes classify normal activities as attacks. For example, if an employee works late at
night or downloads many files for an urgent task, the system may incorrectly identify this behavior as malicious.

C. Reinforcement Learning

Reinforcement learning is another important machine learning technique used in cyber-attack detection. In this
method, the system learns by receiving rewards and penalties. When the Al system takes the correct action, it receives a
reward. When it takes the wrong action, it receives a penalty. Over time, the system learns the best way to respond to
different situations.

Reinforcement learning is especially useful for adaptive cybersecurity systems. Instead of only detecting attacks, it can
also learn how to respond automatically. For example, if the system successfully blocks malicious traffic or isolates an
infected device, it receives a reward and learns that this response is effective. If the chosen response fails, the system changes
its strategy in the future.

This method is highly useful in modern networks where cyber threats change continuously. Reinforcement learning
allows security systems to adapt automatically and improve their performance without constant human supervision. It can
be used in firewall management, network traffic control, automatic blocking of malicious users, and response to DDoS
attacks. As cyber threats continue to evolve, reinforcement learning is becoming an important part of intelligent
cybersecurity systems.

VI. DEEP LEARNING FOR REAL-TIME DETECTION
Deep learning is a branch of artificial intelligence that uses artificial neural networks with many layers to analyze and
understand data. In cybersecurity, deep learning is very useful because modern network traffic is large, complex, and
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continuously changing. Traditional security methods often fail to identify advanced cyber-attacks because they depend on
predefined rules and known attack signatures. Deep learning models are more effective because they can automatically learn
hidden relationships and patterns from network traffic. These models can identify suspicious activities in real time and
improve the accuracy of cyber-attack detection.Deep learning is especially important for real-time detection because cyber-
attacks often happen very quickly. Malware, ransomware, phishing, and insider threats can spread across a network within
minutes. Deep learning models analyze large amounts of traffic and identify unusual behavior before serious damage occurs.
They are also useful for detecting unknown attacks that have never appeared before.Artificial Neural Networks are the
simplest type of deep learning model. They are designed to work in a way similar to the human brain. An ANN contains
several layers of connected neurons. Each neuron receives information, processes it, and sends the result to the next layer.
By using many layers, the model can learn complex relationships in the data.In cybersecurity, ANN models are mainly used
for general classification of network traffic. They learn the difference between normal and malicious behavior by studying
training data. After training, the model can examine new traffic and decide whether it is safe or dangerous. ANN models are
commonly used for identifying malware, phishing attacks, unauthorized access, and unusual traffic patterns.

Although ANN models are useful, they are not always the best choice for highly complex attacks. They may struggle
when the traffic contains complicated patterns or when the attack develops slowly over time. For this reason, more advanced
deep learning models such as CNN, RNN, and LSTM are often preferred.Convolutional Neural Networks are deep learning
models designed for pattern recognition. They are widely used in image analysis, but they can also be applied to network
traffic. In cybersecurity, traffic data can be represented as matrices, allowing CNNs to examine the structure of the traffic in
a similar way to an image.recognize specific patterns that are often associated with malicious behavior. For example, if a
certain type of malware always generates a particular sequence of packets, the CNN model can learn this pattern and identify
it immediately.CNN-based detection is especially useful because it can recognize complex attack signatures that traditional
systems cannot detect. It is widely used for detecting malware patterns, DDoS attacks, and intrusion attempts. Since CNN
models can process large amounts of traffic quickly, they are suitable for real-time monitoring systems.Recurrent Neural
Networks are designed for analyzing sequential data. Unlike other deep learning models, an RNN can remember previous
information and use it when analyzing new data. This makes RNNs useful in cybersecurity because network traffic often
occurs as a sequence of events over time.

In cyber-attack detection, RNN models are used to study how traffic changes from one moment to another. For
example, an attacker may attempt to log in repeatedly using different passwords. An RNN can observe this sequence and
recognize the repeated attempts as suspicious behavior. Similarly, if a user suddenly accesses multiple systems in an unusual
order, the model can identify the abnormal pattern.Long Short-Term Memory is a more advanced form of Recurrent Neural
Network. LSTM models are designed to remember important information for a longer period of time. This makes them
highly effective for detecting attacks that happen slowly or in multiple stages.Many cyber-attacks do not occur immediately.
Advanced Persistent Threats, insider attacks, and ransomware often develop gradually. An attacker may remain inside the
network for several days or weeks before causing damage. LSTM models can remember earlier network activity and
compare it with later behavior. If the sequence appears suspicious, the model can identify the attack.For example, an
employee account may log in at unusual times over several days and slowly transfer confidential information. A normal
system may not notice this behavior, but an LSTM model can observe the pattern across time and recognize it as an insider
threat. LSTM models are therefore very useful for detecting Advanced Persistent Threats, ransomware, and long-term
suspicious behavior.

Autoencoders are deep learning models mainly used for anomaly detection. An autoencoder first learns what normal
network behavior looks like. After learning the normal pattern, the model tries to reproduce it. If the new traffic is very
different from the learned behavior, the system identifies it as suspicious.Autoencoders are particularly useful because they
do not need labeled attack data. Instead of learning examples of attacks, they focus only on normal traffic. Any major
deviation from normal behavior is treated as a possible cyber threat. This makes autoencoders highly effective for detecting
unknown attacks and zero-day threats.For example, if a network suddenly begins showing unusual login activity, suspicious
file transfers, or unexpected communication with external servers, the autoencoder can detect that the behavior is different
from normal traffic. The system then generates an alert for the security team. Autoencoders are also useful for reducing the
size of traffic data, making it easier and faster to analyze large networks. Because of their ability to detect previously
unknown attacks, autoencoders play an important role in modern Al-based cybersecurity systems.
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Figure 2.Deep learning model architecture for cyber attack detection

VII. DATASETS USED FOR AI-BASED NETWORK MONITORING A
Al-based network monitoring systems require high-quality datasets for training and testing. A dataset is a collection
of network traffic records that includes both normal behavior and malicious activity. These datasets are used to teach
machine learning and deep learning models how to recognize cyber-attacks. Without proper datasets, the Al system cannot
learn the difference between safe traffic and harmful traffic.

Dataset Description Common Use
KDD Cup One of the earliest intrusion detection datasets containing normal and Basic machine learning training
1999 attack traffic
NSL-KDD Improved version of KDD Cup 1999 with fewer duplicate records and Classification research
better quality
CICIDS2017 Contains modern network traffic and recent cyber-attacks Realistic intrusion detection
testing
UNSW-NB15 Includes both normal and malicious traffic with modern attack Deep learning research
categories
Bot-IoT Dataset focused on attacks against IoT devices IoT security research
ToN-IoT Includes IoT traffic, network traffic, and telemetry data Real-time monitoring research

Cybersecurity datasets usually contain information such as source IP address, destination IP address, port number,
packet size, protocol type, connection duration, and attack category. Some datasets contain only traditional attacks, while
others include modern threats such as ransomware, botnets, DDoS attacks, phishing, and insider attacks. Researchers use
these datasets to evaluate the performance of Al models and compare different algorithms.

The KDD Cup 1999 dataset is one of the oldest and most widely known cybersecurity datasets. It was created to
support intrusion detection research and contains a large number of traffic records. The dataset includes several categories
of attacks, such as Denial of Service, Probe attacks, Remote-to-Local attacks, and User-to-Root attacks. Since it is one of the
earliest datasets, many machine learning studies still use it for basic training and performance comparison. However, the
dataset has several limitations because it contains duplicate records and outdated attack patterns. As a result, it is not very
useful for detecting modern cyber threats.

To solve the problems found in KDD Cup 1999, researchers developed the NSL-KDD dataset. NSL-KDD is an improved
version that removes duplicate records and provides a more balanced distribution of data. Because of these improvements,
NSL-KDD is widely used for machine learning classification research. The dataset contains examples of both normal traffic
and malicious traffic, allowing researchers to train algorithms such as Decision Tree, Random Forest, and Support Vector
Machine. Although NSL-KDD is better than KDD Cup 199p, it still does not include the latest cyber-attacks found in modern
networks.

CICIDS2017 is one of the most important datasets used in current cybersecurity research. It was developed to
represent real-world network traffic and includes both normal activity and modern attacks. The dataset contains various
attack categories, including DDoS, brute force attacks, botnets, infiltration, ransomware, and web attacks. CICIDS2017 is
considered realistic because the traffic was generated in an environment similar to a real organization. It also includes
detailed information about user behavior and attack patterns. Because of these features, CICIDS2017 is widely used for
testing intrusion detection systems and evaluating deep learning models.

238



ESP Journal of Engineering & Technology Advancements (ESP-JETA)
ISSN: 2583-2646
Special Issue: 2nd International Conference on Emerging Trends in Interdisciplinary Engineering Research (CETIMER 2026)

Another widely used dataset is UNSW-NB15. This dataset was created to overcome the limitations of older datasets
and provide a more modern collection of network traffic. UNSW-NB15 contains both normal traffic and multiple attack
categories, such as worms, shellcode, backdoors, reconnaissance, and exploits. The dataset includes many useful features
that help machine learning and deep learning models identify cyber threats more accurately. UNSW-NB15 is especially
popular in deep learning research because it contains more realistic traffic patterns and better represents current cyber-
attacks.

The growth of Internet of Things technology has created the need for specialized datasets. Many organizations now
use smart devices, sensors, cameras, and connected machines, which can also become targets for attackers. Bot-IoT is a
dataset designed specifically for IoT security research. It contains network traffic generated by botnet attacks, DDoS attacks,
scanning attacks, and data theft in IoT environments. Researchers use Bot-IoT to train Al models that can detect attacks
against smart devices.

ToN-IoT is another important dataset for IoT-based monitoring. It includes information from IoT devices, network
traffic, operating systems, and sensor data. Unlike many other datasets, ToN-IoT combines different types of information in
one dataset. This makes it useful for real-time monitoring and for detecting attacks in complex environments where IoT
devices are connected to larger networks.

Among all these datasets, CICIDS2017 and UNSW-NB15 are the most widely used in modern research. They are
preferred because they include recent attack categories, realistic traffic patterns, and a large number of useful features.
These datasets help Al models perform better in real-world situations and improve the accuracy of cyber-attack detection
systems.

VIII. PROPOSED AI-BASED REAL-TIME MONITORING FRAMEWORK
An Al-based real-time monitoring framework is designed to identify cyber-attacks immediately after they appear
inside an enterprise network. The framework continuously monitors the movement of data across the organization and
analyzes traffic in real time. Unlike traditional monitoring systems that depend mainly on fixed rules and manual
observation, this framework uses artificial intelligence to learn the normal behavior of the network and identify unusual
activities automatically. Because modern cyber-attacks can spread within a few minutes, a real-time monitoring framework
is necessary to reduce damage and improve security.

The first stage of the framework is data collection. The system continuously gathers network packets and traffic
information from multiple sources within the organization. These sources include firewalls, routers, cloud servers, end-user
devices, and Internet of Things sensors. Firewalls provide information about incoming and outgoing connections. Routers
show how data travels through the network. Cloud servers generate information related to online applications and storage
systems. End-user devices such as computers, laptops, and mobile phones provide login details and user activity. IoT sensors
contribute additional information from smart devices and connected machines.

The purpose of data collection is to ensure that every activity inside the network is observed. Since cyber-attacks can
happen at any time, the collection process must operate continuously. Large organizations may generate millions of packets
every second, making it impossible for humans to inspect every connection manually. Therefore, automatic collection is an
essential part of the framework.

After collecting the traffic, the next stage is data preprocessing. Raw network traffic often contains repeated packets,
missing values, incomplete records, and unnecessary information. If this data is used directly, the Al model may produce
incorrect or inaccurate results. Therefore, the data must first be cleaned and prepared before analysis begins.

During preprocessing, duplicate packets are removed so that the same activity is not counted multiple times. Missing
values are corrected or replaced to make the data complete. Text-based information such as protocol names and service
types is converted into numerical form because machine learning algorithms can only process numbers. The data is also
normalized so that all values are represented on a similar scale. This step improves the quality of the data and increases the
accuracy of the monitoring system.

Once the traffic is cleaned, the system performs feature extraction. Feature extraction means selecting the most
important details from the network traffic. Not every piece of information is useful for attack detection. Therefore, the
framework focuses only on those features that can help distinguish between normal behavior and malicious behavior.

The most important features usually include source IP address, destination IP address, packet size, port number,
protocol type, number of failed login attempts, and session duration. The source and destination IP addresses help identify
where the communication begins and where it ends. Packet size may reveal whether an unusually large amount of
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information is being transferred. Port numbers indicate which services are being accessed. The number of failed login
attempts may indicate a password attack, while session duration can help identify unusual long-term connections.

After feature extraction, the next stage is Al model training. In this step, the selected machine learning or deep
learning model learns the difference between normal traffic and malicious traffic. The system is trained using cybersecurity
datasets that contain examples of different attack types and normal network activity. Some datasets are labeled, meaning
that the type of traffic is already known. Other datasets are unlabeled, requiring the model to discover patterns on its own.

The framework may use machine learning algorithms such as Decision Tree, Random Forest, and Support Vector
Machine. It may also use deep learning models such as Convolutional Neural Network, Long Short-Term Memory, and
Autoencoder. During training, the model studies the patterns present in the data and gradually learns how different attacks
behave. After sufficient training, the model becomes capable of recognizing suspicious activity in real time.

The next stage is real-time detection. Every new packet or activity entering the network is immediately compared
with the patterns learned during training. If the traffic matches normal behavior, it is treated as safe. If the activity appears
unusual, the system classifies it as suspicious. If the activity clearly represents a cyber-attack, it is classified as malicious.

The system usually places the traffic into three categories: normal, suspicious, and malicious. Normal traffic
represents ordinary user activity and requires no action. Suspicious traffic includes unusual behavior that may need further
investigation. Malicious traffic indicates a clear attack and requires an immediate response. For example, if a user suddenly
logs in from an unusual location and accesses confidential files, the system may classify the activity as suspicious. If the user
then downloads a large amount of sensitive information, the system may classify the activity as malicious.

The final stage of the framework is automated response. Once malicious activity is detected, the system immediately
takes action to reduce the impact of the attack. In traditional security systems, administrators must examine the alert and
then decide how to respond. This process can take several minutes or hours. However, many modern attacks spread very
quickly, so a delayed response can increase the damage.

The Al-based monitoring system can automatically block malicious IP addresses, disconnect compromised devices,
notify administrators, and create incident reports. Blocking the IP address prevents the attacker from continuing the attack.
Disconnecting infected devices stops malware from spreading to other systems. Notifications allow administrators to
investigate the event, while incident reports provide detailed information about the attack.

This proposed framework provides faster detection, quicker response, and better protection than traditional
monitoring methods. It helps organizations reduce financial loss, protect confidential information, and maintain secure
operation of the network.

IX. COMPARATIVE ANALYSIS OF AI ALGORITHMS
Different Al algorithms are used in cyber-attack detection because each algorithm has its own strengths and
weaknesses. Some algorithms are faster and easier to use, while others provide higher accuracy and better detection of
unknown attacks. Choosing the correct algorithm is important because network environments are different. A small
organization may require a fast and simple model, while a large enterprise may need a more complex model capable of
detecting advanced cyber threats.

The comparison of Al algorithms is usually based on four factors: accuracy, speed, ability to detect unknown attacks,
and complexity. Accuracy refers to how correctly the algorithm identifies malicious traffic. Speed indicates how quickly the
algorithm can process the traffic. Suitability for unknown attacks shows whether the algorithm can detect new threats that
were not present in the training data. Complexity describes how difficult the algorithm is to train and implement.

Algorithm Accuracy Speed | Suitable for Unknown Attacks | Complexity
Decision Tree Medium Fast Low Low
Random Forest High Medium Medium Medium
Support Vector Machine (SVM) High Medium Medium High
K-Means Medium Fast High Low
Convolutional Neural Network (CNN) | Very High | Medium Medium High
Long Short-Term Memory (LSTM) | Very High Slow High Very High
Autoencoder High Fast Very High Medium

Table 1. Comparison of Major Al Algorithms
Decision Tree is one of the simplest machine learning algorithms used in cyber-attack detection. It works by dividing
the traffic into different branches according to certain conditions. Decision Tree is easy to understand and can process data
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very quickly. Because of its low complexity, it is suitable for small and medium-sized networks.However, the accuracy of
Decision Tree is only moderate. It works well when the attack patterns are simple and already known. The model is less
effective for unknown attacks because it depends mainly on patterns that have already been learned.Random Forest is an
improved version of the Decision Tree algorithm. Instead of using a single tree, it combines many trees and then makes a
final decision based on the combined result. This improves the accuracy of the system and reduces errors.

Random Forest provides high accuracy and is commonly used in cybersecurity research. It can detect known attacks
more effectively than Decision Tree and can also identify some unknown attacks. However, because it uses many trees, it is
more complex and slower than a single Decision Tree.Support Vector Machine is a machine learning algorithm that
separates normal traffic and malicious traffic using a boundary. It is highly accurate and works well when there is a clear
difference between safe and dangerous network behavior.SVM performs better than many simple algorithms because it can
handle complex traffic patterns. However, it is more difficult to train and requires more computational power. It is also less
suitable for very large datasets because the processing speed becomes slower as the amount of traffic increases.K-Means is
an unsupervised learning algorithm. Unlike supervised methods, it does not require labeled data. The algorithm groups
similar traffic into clusters and identifies unusual traffic as suspicious.

K-Means is very useful for detecting unknown and zero-day attacks because it focuses on unusual behavior instead of
known attack signatures. It is also fast and has low complexity. However, its accuracy is not as high as deep learning models
because it may incorrectly classify some normal traffic as malicious.Convolutional Neural Networks are deep learning
models used for recognizing complex patterns in data. CNNs are highly effective for analyzing network traffic because they
can identify hidden relationships and intrusion signatures.CNN provides very high accuracy and is especially useful for
detecting malware, DDoS attacks, and unusual traffic patterns. Although it is more powerful than traditional machine
learning algorithms, it also requires more computational resources and takes longer to train.LSTM is one of the most
advanced deep learning models used in cybersecurity. It is designed to remember previous traffic behavior and analyze long
sequences of network activity. Because of this, it is highly effective for detecting attacks that happen over time, such as
insider threats and Advanced Persistent Threats.

LSTM provides very high accuracy and can detect unknown attacks better than most other algorithms. However, it is
slow and has very high complexity. Training an LSTM model requires large datasets and powerful hardware.Autoencoder is
another deep learning model mainly used for anomaly detection. It learns the normal behavior of the network and identifies
any activity that differs from that pattern. Because of this, it is highly effective for detecting unknown attacks and zero-day
threats.Autoencoder provides high accuracy and very good performance for anomaly detection. It is faster than LSTM and
less complex, making it a practical choice for many organizations. Among all the algorithms, Autoencoder is considered one
of the best choices for identifying unknown cyber threats.The comparison shows that deep learning models such as CNN,
LSTM, and Autoencoder provide the highest accuracy in cyber-attack detection. Among them, LSTM is the most effective for
time-based attacks, while Autoencoder is the best for unknown threats. Traditional machine learning algorithms such as
Decision Tree and Random Forest are easier to use and faster, but they are less effective against advanced attacks.
Unsupervised techniques such as K-Means and Autoencoder are more suitable for detecting zero-day attacks because they
focus on unusual behavior rather than known signatures.

X . ADVANTAGES OF AI-BASED CYBER ATTACK DETECTION
Al-based cyber-attack detection systems provide many advantages compared with traditional security methods.
Traditional monitoring systems usually depend on fixed rules and known attack signatures. These systems can detect only
previously identified threats and often fail when attackers use new techniques. Al-based systems are more effective because
they learn from network behavior and adapt automatically to changing attack patterns.

cyber-attacks can spread across a network within minutes. Ransomware can encrypt files quickly, and DDoS attacks
can make websites unavailable almost instantly. Al systems analyze traffic in real time and detect suspicious activity
immediately. This allows organizations to respond before the attack causes major damage.

Another major benefit is the ability to detect zero-day and unknown attacks. Traditional systems depend on attack
signatures that are already stored in their databases. If a new type of malware or attack appears, the traditional system may
not recognize it. Al-based monitoring solves this problem by examining behavior instead of relying only on signatures. If the
system notices unusual traffic, abnormal login activity, or unexpected file transfers, it can identify the behavior as suspicious
even if the attack has never been seen before.

Al systems also reduce the need for manual monitoring. Large organizations generate huge amounts of network
traffic every second. Human analysts cannot inspect every packet, login attempt, or file transfer. Al-based monitoring
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automatically analyzes this information and highlights only the most important threats. This reduces the workload of
security teams and allows them to focus on serious incidents.

Continuous surveillance is another important advantage. Unlike human analysts, Al systems can monitor the network
every hour of the day without interruption. This is especially important because cyber-attacks may occur at any time,
including nights, weekends, and holidays. Continuous monitoring improves the chances of detecting attacks early.

Al-based systems are also capable of processing very large amounts of data. Modern enterprise networks include
cloud platforms, mobile devices, and IoT sensors, all of which generate large volumes of traffic. Al can analyze this traffic
much faster than traditional methods

XI. CONCLUSION

Detecting cyber-attacks in real time has become one of the most important requirements in the modern digital
environment. Organizations today depend heavily on computer networks, cloud services, mobile devices, and Internet of
Things technologies for their daily operations. Businesses, banks, hospitals, governments, and educational institutions store
large amounts of sensitive information in digital form. As the use of these technologies continues to increase, the risk of
cyber-attacks also becomes greater. Attackers now use advanced tools, automation, and artificial intelligence to launch
attacks more quickly and more effectively than ever before. Because of this, traditional security systems are no longer
sufficient to protect modern networks.

Conventional security methods such as firewalls, antivirus software, and signature-based intrusion detection systems
were designed mainly to identify known threats. These systems compare network activity with a database of previously
identified attack signatures. Although this approach is useful for detecting common attacks, it has many limitations. Modern
attackers constantly change their methods and create new forms of malware, phishing techniques, ransomware, and
network intrusions. Zero-day attacks and polymorphic malware can easily avoid traditional detection systems because their
behavior is different from known attack signatures. Therefore, relying only on conventional security methods creates a
major weakness in the protection of modern networks.

Al-based network monitoring provides a more powerful and intelligent solution. Instead of depending only on fixed
rules, Al systems continuously observe network behavior and learn what is normal within the organization. The system
collects information from routers, firewalls, cloud servers, user devices, and 10T sensors. By studying this information, the Al
model learns the usual behavior of users and devices. If any activity appears unusual, the system immediately identifies it as
suspicious.

One of the greatest strengths of Al-based monitoring is its ability to detect both known and unknown attacks.
Machine learning algorithms such as Decision Tree, Random Forest, Support Vector Machine, and K-Means help classify
network traffic and identify malicious behavior. Deep learning models such as Convolutional Neural Network, Long Short-
Term Memory, and Autoencoder provide even greater accuracy. These models can recognize hidden patterns in traffic and
detect threats that may not be visible to traditional systems.

Random Forest is effective for identifying known attacks because it provides high accuracy and good performance
with structured data. CNN models are useful for recognizing complex malware patterns and unusual traffic structures. LSTM
models are especially important because they can remember previous network behavior and detect attacks that develop over
time. For example, insider threats and Advanced Persistent Threats may continue for days or weeks before causing visible
damage. LSTM models can identify these long-term attack patterns. Autoencoders are useful for detecting zero-day attacks
because they learn normal behavior and identify anything that differs from it.

Another important advantage of Al-based cyber-attack detection is the reduction in response time. Traditional
systems often require human analysts to examine alerts and decide what action should be taken. This process may take
several minutes or even hours. During this time, the attacker may continue spreading malware, stealing data, or damaging
systems. Al-based systems reduce this delay by detecting suspicious behavior in real time and responding automatically. The
system can block malicious IP addresses, disconnect infected devices, stop suspicious file transfers, and notify administrators
immediately. Faster response significantly reduces financial loss and limits the spread of the attack.

Despite these advantages, Al-based cybersecurity still faces several challenges. One major problem is the possibility of
false positives. Sometimes the system may identify normal behavior as suspicious. For example, an employee working late at
night or downloading many files for a project may be incorrectly treated as a threat. Too many false alarms can reduce the
trust of security teams and increase their workload.
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Privacy is another important concern. Al-based monitoring systems collect large amounts of information about users,
devices, and communication. If this information is not protected properly, it may create privacy risks. Organizations must
ensure that monitoring systems follow legal and ethical standards while protecting sensitive information.

The computational cost of Al systems is also high. Deep learning models such as CNN and LSTM require powerful
computers, large datasets, and significant processing time. Small organizations may find it difficult to afford such systems. In
addition, cybercriminals may try to attack the AI model itself by providing false data and misleading the system.

Even with these challenges, the future of Al-based cybersecurity remains very promising. New developments such as
Explainable Al are making the decisions of Al systems easier to understand. Federated learning allows organizations to train
AI models without sharing sensitive data, improving privacy. Autonomous response systems are becoming more advanced
and can react to attacks without human involvement.

In the future, organizations will increasingly depend on intelligent monitoring systems to protect their networks. AI-
based cyber-attack detection will continue to improve in accuracy, speed, and reliability. As cyber threats become more
sophisticated, Al-based network monitoring will become an essential part of modern cybersecurity and will play a major role
in protecting valuable data, systems, and digital infrastructure.
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